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® | Topics to be covered

> Tools: Hardware and Software

» Procedures for protecting electronic
evidence

» Acquiring Electronic Evidence
» Evidence Analysis and Data Recovery
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@ Computer Forensics Defined

o "Computer Forensics deals with the
preservation, identification, extraction and
documentation of computer evidence."*

= ¢ Computer forensics has also been

&0 described as the autopsy of a computer
hard disk drive because specialized
software tools and techniques are required
to analyze the various levels at which
computer data is stored after the fact."*

¢ Recovering Information the naked eye can
no longer see.

*New Technologies Inc (www.forensics-intl.com)
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@ Computer Forensic Example

| ' ¢ Recovery of over 1000 E-Mails off of a
: hard drive.

%2 4 Avyear and half after the individual left
2! the company.

¢ After the hard drive had been formatted

¢ After the machine was in use by another
user for that year and a half

¢ "Best way to remove e-mail from a hard
drive is to hit with a sledge hammer and
throw it into a furnace.”" John Patzakis,

President & Chief Legal Officer Guidance
Software
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More Equipment- The Image Master
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Intelligent Computer Solutions
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Some Peoples’ Tool of Cho




Tools

The Software




The Norton Utilities®
for Windows/DOS e
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Procedures

Protecting Electronic
Evidence
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@ Some Questions to Ask

 + Was the computer system
: instrumental in the offense, i.e., a
hacker or harassment case?

L o Ts the computer being used to store
evidence of a crime, i.e., drug dealer
maintaining trafficking records?




Secure the Computer as Evidence

¢ Photograph and log room, position of computer and status of
computer.

If the computer is "OFF," Do Not Turn "ON."
If the computer is "ON," Do Not Turn "OFF."
Huh??

Place Evidence tape over each drive slot

Photograph and label back of computer components while
they are plugged in.

Label all connection ends to allow reassembly if needed
If transporting, treat all components as fragile

Collect all devices such as cables, keyboards and monitors
Collect instruction manuals, documentation, and notes
User notes may contain passwords

® & & o o
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Prepare Evidence and Chain of Custody Forms

¢ Evidence Form
- Log make, model, and serial numbers
- Copy stays with evidence at all fimes
24 ¢ Chain of Custody
* - Who, What, Where, When, Why, How
- Copy stays with evidence at all times




Acquiring Electronic Evidence




The Hard Drive

Forensic Image of the hard drive means to take an
exact copy of a hard drive including deleted files
and areas of the hard drive that a normal backup
would not copy.

Never boot off of the hard drive

Use write protection software o protect the
original evidence.

Make a copy of the original evidence and do all
work off of the copy

¢ Document all aspects of the hard drive.
¢ Tag and store original evidence
Best evidence is original evidence.



Evidence Analysis and Recovery




Where Should One Begin?

17— o Analysis Areas

5 | f - Email

- Temp Files

- Recycle Bin

- Info File Fragments

- Recent Link Files

- Spool (printed) files

- Internet History (index.dat)

- Registry

- Unallocated Space- free space on the hard drive

- File Slack- free space between the end of the logical
file and the end of physical file (cluster)

- RAM Slack- free space between the end of the logical
file and the end of the containing sector

- Sector- the smallest group that can be accessed on the
disk. A group of disk Sectors as assigned by the operating
systemare known as clusters.
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What's the Difference




Here's the difference

H Hex Workshop - [Hex_Example] H Hex Workshop - [Hex_Example]
File\ Edit Disk.
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What Does It Take to Do Forensics?




Hardware

¢ Become familiar with the inside of
the computer

| ¢ Understand hard drives and their
= seftings

¢ Motherboards

¢ Power connections

¢ Memory




Knowledge of Operating Systems and Software

¢ Operating Systems
- Microsoft Products
- Linux RedHat

_ - UNIX

} ¢+ Software
- Forensic Software
- HTML
- Microsoft Office
- Quick View Plus

¢ "Jack of All Trades”




¢ New Technologies (NTI) in Gresham,
Oregon

| ¢ Guidance Software (Encase)
% ¢ Access Data

¢ HTCIA Annual Conference

- HTCIA 2002 October 1st - 3rd in Atlantic City,
NJ
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. & One needs the ability to be able to sit
~ in front of the computer and analyze
the data for what could be an
extensive amount of time.

¢ "No such thing as point and click
forensics."




(@ Contacts in the Industry

W HTCIA

& e ListServes

| - Computer Forensic Investigative Digest
(CFID)
* www.infobin.org

- High Tech Crime Consortium (HTCC)

- www.hightechcrimecops.org




Forensic Case in the News

INSIDE LUCENT
Kai Xu and Hai Lin were
“distinguished members” of
the red-logoed firm's
engincering staff

COME ON IN China's President Jang
Zemin was given a tour of a research
lab at Lucent's headquarters in 1997




"That's All Folks!"

mbarba@ computer-forensic.com

www.computer-forensic.com/presentation



mailto:Mbarba@computer-forensic.com
mailto:Mbarba@computer-forensic.com
http://www.computer-forensic.com/presentation
http://www.computer-forensic.com/presentation

	Computer Forensic Investigations
	Topics to be covered
	Computer Operating Systems
	Computer Forensics Defined
	Computer Forensic Example
	Tools
	Some of the Equipment- The Tower
	More Equipment- The Image Master
	Portable Equipment??
	The Workhorse Unfolded
	Now This is Portable!!
	The AirLite Unfolded:
	Some Peoples’ Tool of Choice
	Tools
	Some of the Software
	Procedures
	Label Everything!
	Some Questions to Ask
	Secure the Computer as Evidence
	Prepare Evidence and Chain of Custody Forms
	Acquiring Electronic Evidence
	The Hard Drive
	Evidence Analysis and Recovery
	Where Should One Begin?
	What’s the Difference?
	Here’s the difference
	What Does It Take to Do Forensics?
	Hardware
	Knowledge of Operating Systems and Software
	Training
	Patience
	Contacts in the Industry
	Forensic Case in the News
	“That’s All Folks!”

